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● Header
● Payload (claims)
● Signature

JSON Web Token aka jot

Header Payload Signature

{
  alg:HS256,
  typ:JWT,
}

{
  name: alice,
  exp: 1231241,
  role: admin,
  scope:[..],
  …
}

< cryptographic 
signature >

Common claims:

● exp 
● iss 
● aud 
● scope



JSON Web Token aka jot

● scope - not even from JWT spec!
● OAuth2 Token Exchange spec

https://www.rfc-editor.org/rfc/rfc8693#name-scope-scopes-claim



Assumption 
⚠

“Permissions donʼt change during 
token lifetimeˮ

 



Problem #1  No Meaningful Revocation
● You canʼt invalidate a JWT early

○ User removed from org?
○ Role downgraded?
○ Access revoked?

● JWTs are 
○ Self-contained
○ Stateless

● No central authority to check reality
● Token still works until exp



New Enemy Problem
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New Enemy Problem



Google Zanzibar
● Globally distributed authorization 

system
● Used in Docs, Sheets, Maps, YouTube, 

Gmail & more
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www.zanzibar.tech



Problem #2  Scopes donʼt scale
● scope: "profile:admin"

● Questions:
○ What data?
○ Whole website? 
○ Current userʼs profile? 



Fine-grained authorization
● Example:

○ issue/authzed/spicedb/52:author instead of issue:author
● Users can have access to millions of software objects
● JWTs canʼt carry this at scale 



Moar Scopes!
● Tokens get huge
● Network overhead explodes
● Tokens can still be stale and/or ambiguous



Problem #3  Predicting Permissions
● JWT is created at request entry point
● It must know every:

○ Downstream service
○ Permission needed

● Impossible in microservices

● Over-scoped tokens 
○ Extra permissions leak downstream
○ Attack surface increases
○ Privilege escalation risk



Modern Systems
● Modern systems are:
●
● Distributed
● Dynamic
● Composable
●
● JWT assumes:
●
● Static permission model
●
● ➡ Mismatch



Fixes
● Macaroons

○ Attenuation (reduce scope)
○ More flexible

● Reality:

○ Complex
○ Hard to adopt
○ Rarely used correctly

https://research.google/pubs/macaroons-cookies-with-contextual-caveats-for-decentralized-authorization-i
n-the-cloud/



v1.0

Access Control
Is Complex!
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OWASP Top 10 2025
● Broken Access Control at #1
● Was #1 in 2021
● 100% of apps tested had broken access 

control

owasp.org/Top10/2025/0x00_2025Introduction/



Recommendation: Use Centralized AuthZ
Mental model:

“Token tells you accessˮ → “Ask a system if access is allowedˮ

Query on demand: can(user, action, resource) → true/false

● Real-time decisions
● Revocation works instantly
● Fine-grained access
● No over-scoped tokens



Modern Authorization Methods
● Google Zanzibar Systems

○ AuthZ as a graph of relationships ReBAC
○ Eg: SpiceDB, OpenFGA, Ory Keto

● Policy Decision Points PDPs 
○ AuthZ as a logic problem solved by 

evaluating policies. 
○ Eg: OPA, Cedar, Cerbos



Tradeoffs
You trade:

● Stateless simplicity

For:

● Correctness
● Security
● Flexibility 



Valid use case:

● One-time, non-revocable grants
● Examples:

○ Email verification links
○ Short-lived download tokens

When to use JWTs

AVOID for:

● Long-lived sessions
● App Authorization decisions
● Fine-grained permissions



Key Takeaways
● JWTs are not for app authorization
● Revocation matters (a lot)
● Scopes donʼt scale
● Prediction is impossible
● Centralized authZ fixes these
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Next Steps

● Stop using JWT for sessions:
○ cryto.net/~joepie91/blog/2016/06/

19/stop-using-jwt-for-sessions-par
t-2-why-your-solution-
doesnt-work

● API Tokens: A Tedious Survey
○ fly.io/blog/api-tokens-a-tedious-su

rvey/#jwt

● Read the Zanzibar paper
○ zanzibar.tech



 

Sohan Maheshwar
linkedin.com/in/sohanmaheshwar/

Thank You!
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